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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	How do security attacks relate to the principles of confidentiality, integrity, and availability?
	L2
	CO1
	[2M]

	2
	How does a secure hash function differ from a conventional encryption algorithm?
	L2
	CO2
	[2M]

	3
	List the components of a digital certificate.
	L1
	CO3
	[2M]

	4
	How does the Encapsulating Security Payload contribute to confidentiality in IPsec?
	L2
	CO4
	[2M]

	5
	List common types of security threats, including intruders and viruses.
	L1
	CO5
	[2M]

	6
	Can you recall the full names of SSL and TLS protocols?
	L1
	CO6
	[2M]

	7
	Where are encryption devices typically located in a network?
	L2
	CO2
	[2M]

	8
	What is the primary purpose of IP Security (IPsec)?
	L1
	CO4
	[2M]

	9
	Name a protocol specifically designed for securing electronic transactions.
	L1
	CO6
	[2M]

	10
	How does SET protect sensitive information during transactions?
	L3
	CO6
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Compare and contrast different models for internetwork security, highlighting their strengths and weaknesses.
	L5
	CO1
	[5M]

	
	b)
	Create a set of guidelines for establishing and maintaining internet standards based on the principles of security services.
	L6
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Describe the encryption process in a conventional encryption algorithm and how it ensures confidentiality.
	L2
	CO2
	[5M]

	
	b)
	Demonstrate how TDES can be used to enhance the security of data transmission in a specific context.
	L3
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	List the components involved in Digital Signatures and their role in information security.
	L2
	CO3
	[5M]

	
	b)
	Evaluate the role of Certificate Authorities in establishing trust in Public Key Infrastructures.
	L5
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Discuss the significance of combining security associations in IPsec. How does this process enhance the effectiveness of security mechanisms?
	L2
	CO4
	[5M]

	
	b)
	Evaluate the strengths and weaknesses of the Encapsulating Security Payload (ESP) in different network environments. Consider factors like scalability and flexibility.

	L4
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Recall the differences between Secure Socket Layer (SSL) and Transport Layer Security (TLS). How have these protocols evolved to meet changing security needs?
	L1
	CO5
	[5M]

	
	b)
	Analyze the vulnerabilities in web applications and how they can be exploited by attackers.
	L4
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Apply the principles of firewall design to a specific network scenario. Consider factors such as rule-based filtering, proxy services, and network address translation.
	L3
	CO6
	[5M]

	
	b)
	Create a comprehensive intrusion detection and response plan for a network. Include procedures for analyzing alerts, responding to incidents, and adapting to evolving threats.
	L6
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	Demonstrate how access control can be implemented in a specific network scenario.
	L3
	CO1
	[4M]

	
	b)
	Demonstrate how TDES can be used to encrypt a block of data.
	L3
	CO2
	[3M]

	
	c)
	Implement S/MIME for securing email communication within an organization.
	L3
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Demonstrate how key management is implemented in IPsec. Provide an example scenario.
	L3
	CO4
	[4M]

	
	b)
	Compare and contrast different types of intruders and viruses.
	L4
	CO5
	[3M]

	
	c)
	Recall the characteristics that define a trusted system.
	L1
	CO6
	[3M]
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